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l. GENERAL PROVISIONS
l. OBLLME NONOXEHUA
1.1. The Policy on Processing and Protection of Personal Data
(hereinafter referred to as «Policy») of AB Services, LLC (hereinafter
refered to as «Company») outlines the basic principles, purposes,
conditions and methods of personal data processing, lists of data
subjects and personal data processed in the Company, Company’s
functions while processing personal data, rights of data subjects, as well
as the Company’s requirements related to personal data protection.

1.1. TMormtuka o6 opraHusaumm o6paboTkM U obecrnedeHus
6e3onacHOCTM nepcoHanbHelX [AaHHbX (Oanee — «[MlonuTukar)
B ObLecTBe C OrpaHWHEHHON OTBETCTBEHHOCTbio «AB CepBucec»
(panee — «O6LLECTBO») OMPEeAEnsieT OCHOBHbIE MPUHLMMBI, Lenu,
yCrnoBusi 1 cnocobbl 06paboTkn MepcoHanbHbIX AaHHbIX, NepeyvHu
cybbekToB 1 obpabarbiBaembix B O6LLECTBE NEPCOHArbHbBIX AaHHbIX,
dyHKumm ObecTBa nNpu 06paboTke nepcoHanbHbIX AaHHbIX, NpaBa
cyObekToB  MnepcoHarbHbX — JaHHbIX, aTakke peanuyemble
B O6LUecTB e TPeOOoB aHMs K 3aLLUT € NepPCOHarbHbIX AaHHbIX .

1.2. The purpose of this document is to inform the personal data
subjects and other persons engaged in processing and protection of
personal data of the Company’s adherence to the fundamental
principals of legitimacy, justice, and the correlation of the content and
scope of personal data processed to the declared processing purposes.

1.2. Uembio HacTosILLEro [JOKyMeHTa AB NAIETCH
MHGOpPMUpOBaHWE CyOBLEKTOB NepcoHanbHbIX AaHHbIX W nn,
y4yacTBYHOUMX B  opraHu3auum obpabotkm u  obecneveHus
6e3onacHOCTM NepcoHarnbHbIX AaHHbIX, O cobnogeHun OBLLECTBOM
OCHOBOMOMaraloWmx  MPUHUMNOB  3aKOHHOCTW,  CMpaBeafivuB ocT U,
COOTBETCTBUA  copepkaHuss ©  obbema  obpabar biBaeMbix
NnepcoHarbHbIX JAaHHbIX 3asiB IEHHbIM LiernisiM 00paboTku.

1.3. Processing of personal data in the Company involves the 1.3. O6paboTka nepcoHanmbHbX [faHHbIX B OBluecTBe

collection, classification, accumulation, storage, refinement (updating
and alteration), use, dissemination, depersonalization, blocking,
destruction and protection from unauthorized access of personal data of
data subjects.

1.4. The Company processes the personal data using the follow ing
methods:
1.4.1. Non-automated processing of personal data;

1.4.2. Automated processing of personal data w hether involving the
transfer of received information via information and telecommunication
networks or not;

3akrtovaercs B cbope, cucTemarusaummn, HakoMmeHUW, XpaHeHuu,
YT OYHEHUU (obHOB NEHM, N3MeHeHWN), MCNOSb30B aHUM,
pacnpocT paHeHUn, obesnuuvBaHnm, GIIOKMPOBaAHUW, YHVMT OKEHUN U
B 3almTe OT HECAHKLUMOHMPOBAHHOO [JOCTyMa K MepcoHanbHbIM
[JaHHbIM CyBbEeKT 0B NEPCOHAsbHBIX AaHHbIX.

1.4. O6paGoTka nepcoHamnbHbX daHHbiXx B OblecTee
OCYLLECTBIISIETCA CNEAy LMK crnocobamu:

1.4.1. HeaBToOMarM3npoB aHHas obpaborka nepcoHanbHbIX
[aHHbIX;

1.4.2. AsTomarusvpoBaHHasi obpaboTka nepcoHanbHbX C

nepegavyen  MnoryyYeHHoW  MHopMauum no  MHAGOPMAaLUMOHHO-
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1.4.3. Mixed processing of personal data.

1.5. This Policy is developed in line with the requirements of the
Convention for the Protection of Individuals with regard to Automatic
Processing of Personal Data of the Council of Europe, the Constitution
of the Russian Federation, international treaties of the Russian
Federation, federal laws and other regulations of the Russian Federation
pertaining to personal data (hereinafter referred to as “laws”).

1.6. This Policy serves as a basis for elaboration of local regulations
governing the issues related to processing of personal data of data
subjects within the Company.

1.7. This Policy covers any and all personal data processed in the
Company and constitutes a public document.

TERMS AND DEFINITIONS

2.1. Personal data shall mean any information directly or indirectly
related to an identified or identifiable natural person (data subject).

2.2. Information shall mean any details (reports, data) regardless
of their presentation form.

2.3. Controller shall mean a public body, municipal authority, legal
entity or individual, which alone or jointly with others arranges and/or
performs processing of personal data, as well as determines the
purposes of processing of personal data, the scope of personal data
being subject to processing, and operations performed on personal
data.

2.4. Processing of personal data shall mean any operation or a
set of operations, automated or not, performed on personal data,
including but not limited to the collection, recording, classification,
accumulation, storage, refinement (updating and alteration), retrieval,
use, transfer (, presentation, access), depersonalization, blocking,
deletion, and destruction of personal data.

2.5. Automated processing of personal datashall

personal data processing via PC software.

mean

2.6. Presentation of personal datashall mean any operations
aimed at disclosure of personal data to a particular person or certain
group of persons.

2.7. Dissemination of personal datashall mean any operations
aimed at disclosure of personal data to the general public.

2.8. Cross-border transfer of personal data shall mean the
transfer of personal data to a foreign country, foreign government body,
foreign individual or legal entity.

T €NeKOMM YHUKaLMOHHOW CET U Uy 6e3 TakoB o;

1.4.3. CwmeluaHHas ob6paboTka nepcoHanbHbIX AaHHbIX.

1.5. TMommtunka paspaboraHa ¢ yverom Tpe6oBaHuii KoHs eHumm
CoBera EBponbl o 3aumTe Jm3n4eckmnx nmy, npu
aBTOMAar M3MPOBaHHON 0OpaboTKM MNepcoHarbHbIX [OaHHbX W B
cooTBETCTBMM € TpeboBaHusmu  KoHcTuryuum  Poccuiickon
denepaumm, MexayHapoaHsix goroBopoB Poccuiickon ®epepaumu,
epeparnbHbIX 3aKOHOB M MHbIX HOPMAarMBHbIX MpPaBOBbIX aAKT OB
Poccuiickon ®epepauymn B 06ractv nepcoHarnbHbIX AaHHbIX (ganee —
«3aKOHOAAT eNLCTB OY).

1.6. TornoxeHus MOnMMTWMKM Cryxar OCHOBOW [Arsi paspaborku
JIoKanbHbIX HOPMaTMBHbBIX aKTOB, pernameHTupyoumx B OblectBe
BOnpocbl  obpaborku nepcoHarbHbiX  AaHHbIX  cybbexkToB
nepcoHarnbHbIX JaHHbIX.

1.7. T[MormTvka OEACTBYET B OTHOLLEHUM BCEX MEPCOHAarlbHbIX
[aHHbIX, 06pabar biBaeMbIx B ObuwecTtBe 7] B nsieTcs
06LIeA0CTY MHBIM [OKY MEHT OB .

Il TEPMUHONOI UA
2.1. MepcoHanbHbe AaHHble — nobas MHGopMaLys,
OTHOCSILAACA KNPSMO WM KOCBEHHO OMpeLeneHHoOMY  Wnn

onpegensiemomy mamyeckomy muuy (CyObekTy nepcoHanbHbIX
OaHHbIX).

2.2. UHdopmauma — ceegeHus (coobLigHus,
HEe3aBMCKMO OT (DOPMbl UX NPEACT aBIEHMS.

OaHHbIE)

2.3. OnepaTtop — rocyapCTBEHHbIN OpraH, MyHULMNanbHeIn
opraH, topuamyeckoe unmn dmsmyeckoe UL, CaMmOoCTOST €JIbHO N
COBMECTHO  C Apyr¥MW  nuvuamu  opraHusyoume u  (vnv)
ocyulecterisiiolme 06paboTky nepcoHanbHbIX AaHHbIX, a Takke
onpegensiowpe uenn o6paboTky nepcoHarnbHbIX AaHHbIX, COCTaB
nepcoHanbHbIX AaHHbIX, nognexawmx obpaborke, AewcTBuA
(onepauwm), coBepLiaemble ¢ NepcoHanbHbIMMU AaHHBIMU.

2.4. ObpaboTka ne pcoHanbHbIX AaHHbIX — noboe
OencTBue (onepauusi) UM COBOKYMHOCTb OeWCTBUM (onepauui),
COBepLLaeMble C UCMOSb30BaHAEM CPeACTB aBToMarusaumm wunm
6e3 ncnorb3oBaHWs TakMX CPeACTB C NepCoHaslbHbIMM AaHHBIMN,
BKoYas cbop, 3annchb, CUCTeMarnsaumio, HakonneHue, XxpaHeHve,
yTO4HeHue (obHoB neHwe, VBMEHeHNe), n3BreyeHve,
ucnonb3oBaHue, nepepadvy (pacnpoctpaHeHue, NpeaocTaBreHve,
poctyn), o6e3nnive aHue, GNOKMPOB aHWe, yaarneHue, YHUIT OKeHue
nepcoHarnbHbIX AaHHbIX.

2.5. ABTOMaTMaupoBaHHaA o6OpaboTka mnepCoHaNbHbIX
AaHHbIX — 00paboTka  nepcoHarbHbIX  JaHHbIX  C MOMOLLBIO
CPeacCTB B bMUCTIUTENbHON T EXHUKN.

2.6. MpepocTaBreHue nepcoHanbHbIX AaHHbIX —

[ENCTBUS, HanpaBrieHHblE Ha PacKpbITWE NEepCOHarbHbIX AaHHbIX
onpeaeneHHoMy NuLy Ui onpeaeneHHoMy Kpyry nuL,

2.7. PacnpocTpaHeHue nepcoHanbHbIX AaHHbIX —
[EeNCTBUS, HanpaBrieHHble Ha PacKpbITWe NepcoHamnbHbIX AaHHbIX
HeonpeaeneHHoMy Kpyry n.

2.8. TpaHcrpaHnyHas nepegava ne pcoHanbHbIX
AAHHbIX — MepefavYa NepcoHarbHbX [aHHbIX  Ha TeppuT oputo
MHOCTPaHHOMO  rocyfapcTBa oOpraHy BJacTW  MHOCT paHHOro
rocy4apctea,  MHOCTPAHHOMY — (M3udeckomy — Nuly  unn
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2.9. Blocking of personal datashall mean a temporary
interruption of personal data processing (except where processing is
required for personal data update or alteration).

2.10. Destruction of personal datashall mean any operations
making it impossible to restore the personal data within the personal
data information system and/or resulting in destruction of the tangible
personal data carriers.

2.11. Depersonalization of personal datashal mean any
operations making it impossible to identify personal data related to a
certain data subjectw ithout involving any additional information.

2.12. Personal data information system shall mean a set of
personal data included into personal data databases as well as softvare
and tools used for their processing.

I1l. PRINCIPL ES AND PURPOSES OF PERSONAL DATA
PROCESSING

3.1. The Company processes the personal data taking into account
the protection of rights of data subjects and based on the following
principles:

3.1.1. Purposes and methods of personal data processing should be
legitimate;

3.1.2. The contents and scope of personal data processes as well as
methods of personal data processing should correspond to the declared
and legitimate purposes of the processing. The processing of personal
data should be proportionate to the declared purposes for which it is
being processed;

3.1.3. Personal data should be recorded as accurately and sufficiently
as possible and, where necessary, updated to ensure it fufills the
declared purposes for which it is processed. The Company takes
measures to delete or update any incomplete or inaccurate personal
data;

3.1.4. In the event the purpose of personal data processing is
achieved or there is no further need, such personal data should be
destroyed or depersonalized, unless othemw ise required by law.

3.1.5. Any databases containing personal data, w hich is processed for
conflicting purposes may not be combined.

3.1.6. Personal data may be stored in a form enabling it to identify the
data subjects and for the period required for processing of such
personal data, unless the term of personal data storage s provided for
by law and subject to an agreement, in which the data subject is a party.

3.2 The Company processes personal data for the following
purposes:

MHOCT paHHOMY HOpPUONYECKOMY TULLY.

2.9. BnoknpoBaHue nepcoHanbHbIX AAHHbIX — BPEMEHHOe
npekpaLleHve 0b6pabor kn nepcoHarbHbIX OaHHbIX
(3a uckntoyeHnem  cnydvaeB, korga obpaborka Heobxoauma
NSt yTOYHEHWst MepCoHarbHbIX AaHHbIX).

2.10. YHUYTOXEHNEe nepPCOHaNbHbIX [AaHHbIX — OENCTB IS,
B pesynbrare KOTOpbIX CTaHOBUTCS HEBO3MOKHbIM BOCCTaHOBUTb
coaepxaHvne nepcoHarnbHbIX AaHHbIX B MHOPMALMOHHON CUCTeme
nepcoHanbHblX  daHHbIX W (UMW) B pes3ynbTare  KOTopbIX
YHUYT OKaKTCS Mar epyarbHble HOCUT €M MepCoHarbHbIX AaHHbIX.

2.11. OGe3nMunBaHue nepcoHanbHbIX AAHHbIX — OEWACTB U4,
B pe3ynbTare  KOTOpbIX ~ CTAHOBUTCS  HEBO3MOXHbIM — 6e3
MCMOMb30BaHNA  OOMNOSHUTEMbHOM  MHGOPMaumMM  onpeaenurb
NPUHAANEXHOCT b NEepPCOoHasbHbIX AaHHbIX KOHKPETHOMY CyObexTy
nepcoHanbHbIX AaHHbIX.

2.12. UHdopmaumoHHas cuctema fne pCoHanbHbIX
AAHHbIX — COBOKYMHOCTb  codepxaumxca B 6asax  AaHHbIX
nepcoHanbHbIX  AaHHbX  MobecnedvBawowmx  1Mx 0bpaborky
MHPOPMaLMOHHBIX TEXHOMOMMIA U TEXHUYECKMX CPEACTB.

I1l. NPYHUUNBI U LIENN OBPABOTKW MEPCOHANbBbHbBIX

OAHHbBIX
CYBbEKTbI NEPCOHAINBbHbLIX AAHHbIX
3.1. ObwectBo ocyulectBrser 06paboTky  nepcoHanbHbIX

JaHHbIX C  y4yeToM oOBecrieveHuss 3aWpmbl npaB  CyGbekToB
MepCoHaribHbIX JAaHHBIX HA OCHOB € Criefy oLWX MPYHLMIMOB :

3.1.1. 3aKkoHHOCT M Uenen n cnocoboB 0b6paboTky nepcoHanbHbIX
[aHHbIX;

3.1.2. CootBerctBusi coctaBa W obbema obpabarbiBaembix
nepcoHanbHbIX  [aHHbX, a Tawke crnocobos  0bpaborku
nepcoHarnbHbIX JaHHbIX 3asiBIEHHbIM U 3aKOHHBIM LensiM o6pabort ku.
He ponyckaerca m36bITO4HOCTE OOpabarbiBaeMbiX MepcoHarbHbIX
[AaHHbIX MO OTHOLLEHMIO K 3asBfIeHHbIM LiensM ux obpabor ku;

3.1.3. TOYHOCTM W [OCTaTO4HOCTW, aB HeobXOOMMbIX CIly4vasix
N aKTyarbHoCTU nepcoHanbHbIX AaHHbIX MO OT HOLLIEHMIO
K 3asBNEHHbIM LensM ux obpaborkn. ObecnevvBalorcs  Mepbl
No yOaneHwio MM YTOYHEHWIO  HEMOSHbIX WM HETOYHbIX
nepcoHanbHbIX AaHHbIX;

3.1.4. YHuyTOKEHUsi, §mMbo obes3nuumBaHWs  NepcoHanbHbIX
JaHHbIX MO JOCTUKEHMIO Lieneit ux o6paboTkn unm B criyvae yTparbl
HeobXoaMMOCTU  [JOCTWKEHMSI Takux Leneil, ecnM vHoe He
npeaycMOoT peHo 3aKoHOAaT EMbCTBOM;

3.1.5. HeponyctmocTn obbeanHerns 6a3 AaHHbIX, coaepKalmx
nepcoHarnbHble [OaHHble, 00paboTka KOTOpbIX OCYyLUEeCTBISETCS
B LIENsX, HECOBMECT UMbIX MEXJy COOOM;

3.1.6.  XpaHeHus nepcoHasnbHbIX AaHHLIX B hopme, No3sBonstoLen
onpefennTb CyGbLEKTOB MepcoHanbHblX AaHHbIX, He AOonblue, 4em
aroro Tpebytor uenv obpaboTkm NepcoHarkbHbIX AaHHbIX, ECITU CPOK
XpaHeHus nepcoHarsbHbIX AaHHbIX He ycTaHoB NneH
3aKOHOJAT eNbCTBOM WA OroBOPOM, CTOPOHOW KOTOPOro sBSETcs
cyBbeKT nepcoHarbHbIX AaHHbIX.

3.2 O6LecTBO  OCYLUECTBIHIET 00paboTKy  MepcoHarbHbIX
[JaHHbIX B LIENsiX:
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3.2.1. Providing services pertaining to staff recruitment, rendering
assistance to employees and candidates in order to fill vacant positions;

3.2.2. Regulating of labor relations between the Company and its
employees, training and career development, quality and quantity
control of works performed by the employees, compliance with labor
legislation and other regulations required by law;

3.2.3. Provision of social benefits and protections, personal safety and
protection of other vital interests of the Company's employees;

3.2.4. Preparation, execution, fufilment and termination of
agreements with individuals or legal entities;

3.2.5. Exercising the functions, powers and obligations imposed on the
Company by the law, including but not limted to presentation of
personal data to any public authorities, to the Pension Fund of Russia,
the Social Insurance Fund of Russia, the Federal Compulsory Medical
Insurance Fund of Russia, the Federal Tax Service, and any other
public authorities;

3.2.6. Ensuring compliance and meeting the requirements of the
Constitution of the Russian Federation, international treaties of the
Russian Federation, any legislative decrees and other regulations of the
Russian Federation, and the Company’s local regulations;

3.2.7. Exercising the rights and legitimate interests of the Company
within its types of activity set forth in the Company’s Charter, other local
regulations of the Company, including those within the legitimate
objectives.

IV. DATA SUBJECTS

4.1. The Company performs the personal data processing of the
follow ing categories of data subjects (hereinafter referred to as “data
subjects”):

4.1.1. Employees of the Company;

4.1.2. Individuals (candidates for vacant positions, clients’ employees
or any potential clients) being in contractual or other civil legal relations
with the Company.

V. PERSONAL DATA PROCESSING

5.1. Each data subject personally furnishes its personal data to the
Controller.

5.2. Personal data will not be disclosed to any third parties or
otherwise disseminated without consent of the data subjects, unless
otherwise required by the law. Representatives of any public authorities
may gain access to personal data only in accordance with the scope

3.21 OcyLLUecTBNEHMs yCIyT No nogbopy nepcoHarna, okasaHus
NoAdEPXKW B TPYAOYCTPOICTBE COWCKAarensM Ha 3aMelleHue
B aKaHT HbIX [JOIKHOCTEl;

322 PerynupoBaHus TpydoBbiX OTHOLWEHUA C paboTHukamm
ObwecTtBa, Ux obyyeHne ¥ npomBwxeHwe Mo cryx6e, KOHTponb
KOnMyecTBa M Ka4ecTBa BbINONHAEMON paboTbl, COBMIOAEHNSI HOPM
TPyAOBOrO 3aKOHOAATENbLCTBA U MHBbIX aKTOB, COAEPKAaLLMX HOPMbI
TPyZAOBOro NpaB a;

3.2.3. Obecne4vyeHuss couuarbHbiX NbrOT W rapaHTuiA, fMYHOWM
6e30NacHOCT U UMK UHbIX XXM3HEHHO B &KHbIX MHTEpPecoB paboTHVKOB
Ob6wecTBa;

3.2.4. TloaroToBKW, 3aKMOYEHUs, WCMOMHEHWs W npekpaLleHus
[OroBOpPOB C (PM3NYECKMMU UK FOPUOVMMECKUMUN NNLIaMK;

3.25 OcyLecTBrieHnst yHKLUWUIA, MONHOMOYMIA U O0BA3aHHOCT e
BOSMOXEHHbIX 3akoHoaarenbcTBoM Ha OO6LuecTtBo, B TOM 4ucne
npeocT aB ieHNe NepCoHarkbHbIX AaHHbIX B OpraHbl rocy 4apCTBEHHON
BNacTu, B MNEHCUOHHbLIN doHa Poccuiickon Pepepaumn, PoHp
coumansHoro ctpaxoBaHusi Poccuiickon ®epepaummn, GegepansHbii
¢oHO 06s13aTenbHOro MeAULMHCKOro CTpaxoBaHus, ®epepanbHyto
HarnoroByto cnyx0y, a Takke B MHble rocy 4apCTBEHHbIE OpraHsbl;

3.26  ObecneyeHns cobmodeHnss u uCrnofnHeHns KoHCTutyumm
Poccuiickon ®epepaummn, mexayHapoaHsIx AorosBopos Poccuiickon
denepaumy, 3akoHOAATENbHbIX W MHbIX HOPMATVBHbBIX MPaBOBbIX
akroB Poccuiickoin ®efepaumm, nokanbHbix akros O6LLECTBa;

3.2.7 OcyLecTBNEHWs NpaB 1 3aKOHHbIX MHTepecoB ObLlecTBa B
pamMkax OCYLLEeCTBEHUS BWAOB OESATErbHOCTW, NpPedyCMOT PeHHbIX
YcraBoM, UHbIMW NoKanbHeIMW HOpMaTvB HeiMK akTamu ObLuecTsa, B
TOM YMCIIE B MHbIX 3AKOHHbIX LIENSX.

IV. CYBBEKTbI NEPCOHAJBbHBLIX AAHHbLIX

41 B O6uwectBe ob6pabaTtbiBalorCs nNepcoHasnbHble  AaHHble
cregyloumx kareropuin cybbektoB (danee —  «CyObexT
NepcoHarnbHbIX AaHHbIX»:

4.1.1. PaboTHMKOB, COCTOAWMX B TpPyAOBbIX OTHOLLEHUSIX C
O6LecTBOM;

4.1.2. Ddusn4ecKknx nuu, (couckarenen Ha 3amelleHue BaKaHT HbIX
OOIPKHOCTEN,  paboTHMKaMM  KIMEHTOB WM MOTeHUMarnbHbIX
KIIMEHTOB) COCTOSILLUX B [OFOBOPHBIX M MHbIX rpaXkaaHCKO MpaBoBbIX
OTHoLLEeHNsX ¢ OBLLIECTBOM.

V. OBPABOTKA NEPCOHASbHbIX AAHHbBIX

5.1. llonyyeHue nepcoHanbHbIX [OaHHbIX — OCYLLECTBsiETCS
OnepaTopom NNYHO Y K&KA0ro Cy6GbekTa nepcoHanbHbIX AaHHbIX.

5.2.  TlepcoHanbHble AaHHble He pacKpbiBalTCs TPETbUM NuLam
N He pacnpocTpaHsAlTCcA UHbIM 0bpa3oM 6e3 cornacusi cybbekToB
nepcoHanbHbIX  JaHHbIX, €CNM  MHOe  He  NpeaycMOTpeHo
3akoHogarensctBoM. [peactaBurenn opraHoB  rocyapCTBEHHOMN
BMacTW MoryYarT [OCTYN K MepcoHanbHelM JaHHbIM B O0bbeme u
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and procedure established by law.

5.3. A consent for collection and processing of personal data and a
consent for receiving of personal data from third parties (hereinafter
referred to as “consent’) may be withdrawn by the data subjects or their
representatives having the respective powers, any time and in any form
pursuant to the procedure established by the law and this Policy. A
consent withdrawal should be sent to an officer in charge of personal
data processing.

5.4. The Company processes the personal data on the basis of
consent of the data subjects, except to the extent permitted by
applicable law :

5.4.1. In case the personal data are available to the general public;

5.4.2. in case the personal data processing is required for the
protection of health, life and any other vital interests of a data subject
and/or any other persons bultit is impossible to obtain the data subject’s
consent;

5.4.3. as and when requested by the competent public authorities in
cases provided by federal law ;

5.4.4. personal data are processed in accordancew ith the Labor Code
of Russia, the Tax Code of Russia, the Federal Law Ne 326-FZ dd.
November 29, 2010 “On Compulsory Medical Insurance in the Russian
Federation”, the Federal Law Ne 167-FZ dd. December 15, 2001 “On
Compulsory Pension Insurance in the Russian Federation”, the Federal
Law Ne 165-FZ dd. July 16, 1999 “On Fundamentals of Compulsory
Social Insurance’, the Federal Law Ne 14-FZ dd. February 8, 1998 “On
Limited Liability Companies”, or any other federal law governing the
purposes, conditions of personal data receiving and a range of data
subjects whose personal data are being subject to processing, and
pow ers of an employer;

5.4.5. personal data are processed for statistical or any other scientfic
purposes, provided that such personal data should be mandatorily
depersonalized;

5.4.6. personal data of data subjects are processed in cases stipulated
by an employment agreement, internal code of labor conduct, and the
Controller’s local regulations adopted in accordance with the procedure
prescribed by the law.

5.4.7. personal data of the next of kin are processed w ithin the scope
prescribed by the unified form Ne T-2 approved by the decree of the
Federal State Statistics Service Ne 1 dd. January 5, 2004 “On Approval
of a Unified Form of Initial Employment Documents for Works and
Salary Accounting”, or to the extent permitted by the applicable law
(receiving of alimony payments, social benefits) (in any other cases it is
required to obtain the consent of the employee’s next of kin for the
further processing of their personal data);

5.4.8. in case personal data of data subjects are processed due to the
access control required to enter the Controller's premises, provided that
the Company independently arranges the access control or if the above
processing complies with the procedure established by the Company’s
local regulations adopted in accordance with provisions of labor laws.

nopsAake yCcraHoBJ1IeHHOM 3akoHOAaT eJbCTBOM.

5.3. Cornacve Ha nonyyeHue M 06paboTKy NepcoHarnbHbIX
OaHHbIX W corracue Ha nonyyeHue nepcoHanbHbIX AOaHHbIX OT
TPETbUX NUL (Janee BMeCTe MMEHyeMble — «COrmnacue») MOXeT ObITb
0T03BaHO CyObekTaMu MepcoHamnbHbX  AaHHbIX  MBo  ux
NpeacT aBUTENSIMU, UMEIOLLME COOTBETCTBYIOLLME MOMHOMOYMS, B
nmoboe Bpema wu cdopme B nopsgke  npedyCcMoT pEHHOM
3aKkoHoaaTenbsCcTBOM U HactodAwein [Monutukon. OT3bIB cornacus
HanpaBnsieTCsl OTBETCTBEHHOMY paboTHUKY 3a  OpraHusauuio
06paboT K NepcoHarnbHbIX AaHHbIX.

5.4. O6paboTka nepcoHanbHbiX AaHHeix B ObwectBe
OCYLLECTBMSETCA C cornacus CyObekToB MepcoHanbHbIX  AaHHbIX
KpOMe CIy4aes, yCT aHOB JIEHHbIX 3aKOHOAAT €/IbCTBOM:

5.4.1. nepcoHanbHble AaHHbIE SBNAOTCA 0GLIEAOCTY MHLIMY;

5.4.2. obpaboTka nepcoHanbHbIX AaHHbIX CyObekT 0B Heobxoauma
Ans 3aWMThl XKWU3HW, 300POBbS WM VHBIX XKU3HEHHO Ba&KHbIX €ro
VHTEPECOB W/UMM Opyrux IMU W MOMnyyeHve cornacus cybbekTa
HEB 03MOXHO;

5.4.3. no TpeboBaHMO NONMHOMOMHBIX FOCYAAPCTBEHHbIX OpraHoB B
criyyasix, IpeaycMoT peHHbIX defeparnbHbIM 3aKOHOM;

5.4.4. obpaboTka nepcoHanbHbX AaHHbIX OCYLUECTBMSIETCS Ha
ocHoBaHun TpypoBoro kopekca PP, HamoroBoro kopekca PO,
PepepanbHoro 3akoHa or 29.11.2010 Ne 326-$3 «O6 06s3aTenbHOM
MEOVLMHCKOM  CTpaxoBaHuM B Poccuiickon  depepauumn»,
depepanbHoro 3akoHa or 15.12.2001 Ne 167-$3 «O6 06s13aTensHoM
NEeHCMOHHOM CTpaxoBaHuu B Poccuiickon Ddepepaummny,
depepanbHoro 3akoHa or 16.07.1999 roga Ne 165-d3 «0O6 ocHoBax
0653aTeNbHOrO CouManbHOro CTpaxoBaHusa», dedeparnbHOro 3akoHa
Ne 14-®3 or 08.02.1998 roga «O6 oblwecTtBax C OrpaHVHeHHon
OTBET CTBEHHOCT blO» unm WHOIO hepepansHoro 3aKOHa,
yCTaHaB VB aloOLLEro ee Lerb, YCHoBUs MOMydYeHns nepcoHanbHbIX
OaHHbIX M Kpyr CyObeKkToB, MepcoHanbHble [AaHHble KOTOpbIX
nognexar obpaborke, a Takke oOnpefensowero MnosIHOMOY Usi
paboTtoparens;

5.4.5. obpaboTka nepcoHasbHbIX AaHHbIX OCYLUECTBISETCA AnA
CTaTUCTMYECKUX WM WMHbIX  HayYHbIX Lenein npu  ycrosuu
06s3aTeNbHOro 06e3NNYYB aHUsi NEPCOHaNbHbIX JaHHbIX;

5.4.6. obpaboTka nepcoHarbHbIX CyObEeKTOB OCyLLECTBSIETCS B
cnyyasix, NPEeAyCMOTPEHHbIX TPYAOBLIM AOrOBOPOM, MNpaBuriamu
BHYTPEHHEro TPyAOBOro pacropsika, a Takke NoKarbHbIMU akT amu
Onepatopa, MPUHSTT bIMU B nopsigke, YCT aHOB FEHHOM
3aKoHOAAT ENbCTB OM;

5.4.7. 06paboTka nepcoHanbHbIX AaHHbIX BMM3KUX POACTB EHHMKOB
paboTHWKOB ~ OCyLUeCTBSKIETC B  obObeme, npedyCMOT peHHOM
yHUudmumposaHHomn cpopmoii Ne T-2, yTBepkAeHHOW NOoCT aHOB fEHVEM
lockomcrara Poccuiickon ®epepaumm or 05.01.2004 Ne 1 «O6
YTBEPKAEHUN  YHUGMUMPOBAHHBIX  (hOPM  NEPBWMHOM  YYETHON
JOKYMEHTauuM no yuyety TpyAaa M ero onnarbi», nmbo B cryyasx,
YCTaHOBMEHHbIX  3aKOHOAATensCTBOM  (MOSlyYeHWe  anvMeHToB,
ochopMreHne coumanbHbiX BbINMar) (B MHbIX CIyvasix, NoryyYeHune
cormacua  OMU3KMX ~ POOCTBEHHVMKOB  paboTHuka  sBnsieTcst
obs3aTenbHbIM yCIioB eM 06paboTkm UX NepcoHarnbHbIX AaHHbIX);

5.4.8. ecrm obpaborka mnepcoHarbHbIX OdaHHbIX  CyObexToB
BeOeTCcs NpW OCYLLECTBIIEHNM NPOMNYCKHOTO peXxuMa Ha TeppuT Opuio
30aHWn 1 nomelleHui Oneparopa, Npu YCroBuUM, YTO opraHnsaums
NpOMyCcKHOro pexuma OCyLLECTBNIETCA ObLectBOM
camocToATenbHO NMbo ecnu ykasaHHasi obpaborka COOTBETCTBYET
nopsiaky, NpegycMoTpeHHOMy fokanbHeiMu  aktamy  OblectBa,
NPUHST bIMK B COOTBETCTBUM  C HOpMamu  TpyAoBOro
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5.5. The Controller will be entitled to instruct any other person to
process the personal data against the consent of the data subjects and
pursuant to an agreement made with such a person. Such an
agreement should contain a list of operations with personal data carried
out by the person processing the personal data, purposes of personal
data processing, obligations of such a person to keep such personal
data in strict secret and to protect such personal datawhen processing,
and requirements for protection of personal data imposed by the
applicable laws.

5.6. Should the data subject withdraw their consent, the Controller
will be entitled to keep processing the personal data in accordance w ith
procedure and terms prescribed by the law.

5.7. The Company wil transfer the personal data to a foreign
country, foreign public authority or foreign individual or legal entity in the
follow ing cases:

5.8.1. in case of availability of a written consent of data subjects for
cross-border transfer of their personal data;

5.8.2. in pursuance of international treaties of the Russian Federation;

5.8.3. in pursuance of the federal laws, when required for protection of
the foundations of the constitutional system of the Russian Federation,
for defense of the country and safety of the state, and for sustainable
and safe operation of the transport system, protection of personal
interests, interests of the state and public within the transport system
fromany acts of unlawful interference;

5.8.4. in pursuance of an agreement inw hich a data subject is a party.

5.8.5. In case of protection of life, health and any other vital interests
of a data subject and/or any other persons when it s impossible to
obtain the data subject’s consent.

5.10. Processing of special categories of personal data (pertaining to
race, national identity, political views, religious or philosophic views,
health status, intimacies), biometric personal data (identifying any
physical or biological features of a man permitting to identify the data
subject) is prohibited w ithin the Company, except as otherwise may be
provided by the applicable law.

5.11. Use of personal data for the purpose of political agitations and
any like purposes prescribed by the law is prohibited.

5.12. For the purpose of information support and promotion of goods,
works and services and for the purpose of exercising the Company’s
rights and legitimate interests, the Company develops the databases for
personal data containing the personal data of data subjects. Personal
data of data subjects will be excluded from the databases at the data

3aKoHoAdar enbCrBa.

5.5. Onepatop BnpaBe nopy4utb 0OpPabOTKy nepcoHanbHbIX
[OaHHbIX APYroMy ULy C cornacus cy ObeKT 0B NepCcoHarnbHbIX AaHHbIX
Ha OCHOBaHWM 3aKIYaemMoro ¢ 3TWM Iuuom gorosopa. [orosop
OOMKEeH  cofdepkarb  MnepeyeHb  OelcTBUA  (onepauun) C
nepcoHarnbHbIMU JaHHLIMK, KOTopble OyayT coBeplaTbCs JIMLIOM,
OCYLLECTBISIOLLMM  00paboTky nepcoHarbHbiX — AaHHbIX,  Lienu
0ob6paboTky, 00s13aHHOCT b TaKoro niua cobnoparb
KOH(DMAEHUMANbHOCTb  MepcoHanbHbIX  AaHHbIX U obecneyusarb
6e30nacHOCTb MepcoHarbHbIX AaHHbIX Npu Ux obpaborke, a Takke
TpeboBaHWs K 3aumTe oGpabaTbiBaeMbiX NepcoHaslbHbIX AaHHbIX B
COOTBETCTBUE C 3aKOHOLAT ENIbCTB OM.

5.6. B cnyyae or3bBa cybbekTamMu MepCOoHarbHbIX AaHHbIX
cornacus, Oneparop Bnpase NpodoibkuTe 06paboTky nepcoHanbHbIX
[OaHHbIX B NOPSIAKE Y CPOKU NPedyCMOT PEHHbIX 3aKOHOAET €NbCTB OM.

5.7. OOWecTBO OCYyLECTBNAET nNepegady  NepcoHarbHbIX
JaHHbIX Ha TeppuUTOp1I0 UHOCT paHHOrO roCyAapcTBa, OpraHy BriacTu
MHOCTPaHHOTO  rOCYAapcTBa, MHOCTPaHHOMY — dM3W4ecKoMy  WUnu
MHOCT paHHOMY HOPUANYECKOMY JULY B ClEAYoLLX Criydasix:

5.8.1 Hanunume cormacus B nNWUCbMEHHOA ¢opMe cyObekToB
MepcoHanbHbX  JaHHbIX Ha TpaHCTpaHWMHY nepefjady  ero
nepcoHanbHbIX JaHHbIX;

5.8.2 WcnonHeHve mMexayHapoaHbIX
depepauum;

porosopoB  Poccuiickon

5.8.3  WcnonHeHve degepanbHbIX 3aKOHOB, €CN 3TO HE0OX0aAMMO
B LEnsdX 3aWmTbl OCHOB KOHCTUTYLMOHHOro crposi Poccuiickon
depepaumm, obecneveHns 06OpPOHbI CTpaHbl M 6Ge3onacHocTu
rocygapcrea, a Tawke obecrieveHuss 6e30MacHOCTU YCTOWYMBOTO U
©e3onacHoro  yHKUMOHMPOBaHMS  TPaHCMOPTHOrO  KOMMrekca,
3aUWIThl MHTEPECOB NWHMHOCTKM, obLecTBa M rocypapctea B cdepe
TPaHCMOPTHOIO KOMMIieKca OT akT OB HE3aKOHHOr0 BMeELLAT ebCTBa;

5.8.4. McnonHeHne poroBopa, CTOPOHOW KOTOPOro sBISIETCSH
cy6bekT nepcoHarbHbIX AaHHbIX;

5.8.5. 3aumra >XW3HW, 300POBbS, WHbIX JKMBHEHHO BaKHbIX
MHTEPeCOoB CyObeKTOB NepcoHarnbHbIX AaHHbIX UM ApYrX Nvu npu
HEBO3MOXHOCTU MOMy4eHUss Ccorfacusi B MNUCbMEHHOW dopme
cy6bekTa nepcoHarbHbIX AaHHbIX.

5.10. O6paboTka crneumarnbHblX KaTeropuii  nepcoHarnbHbIX
[JaHHbIX (KacaroLMXCs PacOBOW, HALMOHAmNbHOW MPUHAONEXHOCT U,

NONUTWMHECKMX  B3rNAA0B,  PEMUMMO3HbIX UM dMnocodcKnx
y6exaeHun, COCT OsIHUS 3[10pOBbA, WHT IMHOW XKUBHW),
OMOMETPUYECKMX  MEpCOHarnbHbIX  AaHHbIX  (XapaKT epusyoLyx

dwm3snonorndeckne M OUonornyeckne OocoBEHHOCTWU YerioBeka, Ha
OCHOBAHWMN KOTOPbIX MOXHO YCTaHOBUTb fNYHOCTL CybbexTa) B
ObwectBe He  [JoMyckaeTcs, 3a  WCKMIOYEHVMEM  Cnyvaes,
npeayCcMOT peHHbIX 3aKOHOAAT EMbCTBOM.

5.11. He ponyckaerca ucnorb3oBaHWe MNepcoHaslbHbX AaHHbIX
ANs MOSIMTUHECKON amMraumMm U MHbIX CIlydaeB NpendyCcMOT PEHHbIX
3aKoHOAT eMbCTB OM.

5.12. B uenax wuHdopMaumMoHHOro obecnedeHns, a Takke
NPOAB WKEHNS TOBAPOB, paboT v ycnyr 1 Ans OCyLUECTBNEHWS NPaB U
3aKOHHbIX uHTepecoB ObwectBa, B ObwectBe cosgatorcs 6asbl
nepcoHarnbHbIX [AaHHbIX, KyJa BKOYaloTCa cBedeHus o cybbekrax
nepcoHanbHbIX AaHHbIX. CBegeHuss O cyBbekre nepcoHarnbHbIX
[JaHHbIX  MCKMoYaloTca M3 6asbl  MepcoHanbHbX  AaHHbIX MO
TpeboBaHWi0O CyObekToB MnepcoHarbHbIX AaHHbIX W B Clydasix,
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subject’s request and in cases provided by applicable law.
V. RIGHTS AND OBLIGATIONS OF DATA SUBJECTS

6.1. Data subjects will entitled to receive information related to
processing of their personal data (hereinafter referred to as “request’),
including the following information concerning processing of their
personal data:

6.1.1. Acknow ledgement of afact of personal data processing;

6.1.2. Contents of processed personal data and a source of such data,
unless any other procedure is prescribed by the applicable law;

6.1.3. Legal grounds and purposes of personal data processing;

6.1.4. Terms of personal data processing, including the terms of
personal data storage.

6.1.5. Name and place of business of the Controller, information about
persons (except for the Controller's employees) having access to
personal data or to whom personal data may be disclosed against an
agreement made w ith the Controller or in accordance w ith provisions of
applicable law .

6.2. Data subjectswill be entitled:

6.2.1. Torequest to update the personal data, to block or destroy them
when the personal data are incomplete, out of date, inaccurate, hacked
or when such personal data are not necessary as per the declared
processing purpose.

6.2.2. To appeal against acts or omissions of the Controller in a
competent authority being in charge of protecting the rights of data
subjects or in a judicial proceeding w hen the Controller processed the
personal data of data subjects in violation of applicable law .

6.3. Data subjects will have the other rights established by the
Federal Law “On Personal Data”.

6.4. Data subjectswill be obliged:

6.4.1. To furnish the Controller with accurate personal data, the scope
of which is prescribed by the labor laws, education-related laws and the
other statutory provisions, including data provided by the Company’s
local regulations.

6.5. Right of the data subjects to have access to their personal data
may be limited in cases and in accordance with procedure prescribed by
the law .

VII. RIGHTS AND OBLIGATIONS OF THE CONTROLLER
7.1. When collecting personal data the Controller will be obliged:

7.1.1. To provide the data subjects or their representatives, at their
request, with information related to processing of their personal data as

npeaycMor peHHbIX 3akoHOoAaT efbCTBOM.
VI. nNPABA VN OBA3AHHOCTU CYBBEKTOB

6.1. CyGbektbl nepcoHanbHbIX AaHHbX WMMEeKT MpaBo  Ha
nony4veHve cBegeHui 06 obpaborke nepcoHanbHbIX AaHHbIX (Aanee
— «oOpalleHve»), B TOM 4wucrie, Ccriedytolen uHdopMaumm,
KacaroLlencst 06paboTkm ero NnepcoHarkbHbIX AaHHbIX:

6.1.1. TMoaTBepkaeHne akTa obpaboTkn nepcoHarbHbIX AaHHbIX;

6.1.2. CopepxaHue obpabarbiBaeMbiX MepPCcOoHanbHbIX AaHHbIX W
MCTOYHUK UX MOJTyYEHUs], eCIN MHOW NOPAOOK NPEedoCT aB NIeHUs TakixX
JaHHbIX He NpedyCMOTpeH 3aKoHOAaT eNlbCTBOM;

6.1.3. lMpaBoBble OCHOBaHUs M uUern obpaboTkm nepcoHarnbHbIX
[OaHHbIX;

6.1.4. Cpokn obpaboTku nepcoHarbHbIX AaHHbIX, B TOM 4YuCIe,
CPOKM VX XpaHEHUS!;

6.1.5. HaumeHoBaHMe un Mecto HaxokgeHve Oneparopa,
cBefdeHus O nuuax (3a ucknodeHnem paborHukoB Oneparopa),
KOTOpble MMeIoT JOCTYM K MepcoHarbHbIM JaHHbIM UMM KOT OpbIM
MOryT ObITb pPackpbTbl MNepcoHarbHble [daHHble Ha OCHOBaHWUM
porosopa ¢ OneparopoM UM Ha OCHOBaHWW 3aKOHOAAT ENbCTB a;

6.2. CyGbekTbl NepcoHarbHbIX AaHHbLIX BrpaBe:

6.2.1. TpeboBarb YTOMHEHWS MEPCOHArbHbIX AaHHbIX, WX
GNoOKMPOBaHUSI UMW YHWMTOXKEHWUA B CIlydyae, €Cnv MepCoHarbHble
JaHHble  SBISIOTCS  HEMOSHbIMK,  YCTapeBLUMMM,  HETOYHbIMMU,
HE3aKOHHO MOMyYEHHbIMU WNW He SBIHITCA HeoOXoaMMbIMK Anst
3asB FIleHHOM Lienv obpabor ku.

6.2.2. ObxanoBarb fJeicteus unu Gesgencteus Oneparopa B
YNONMHOMOYEHHbI opraH no 3awmre npae CyobekToB NepcoHaribHbIX
JaHHbIX Un B cyaeGHoM nopsiake, ecrim Oneparop ocyLecTBsier
06paboTky nepcoHamnbHbIX [AaHHbIX CYGbEeKTOB C  HapylleHueMm
TpeboBaHWs 3aKOHOAAT eNbCTB a;

6.3. CybObekTbl MNepcoHarbHbiX AaHHbIX Takke WMEET MHble
npasa, ycTaHoBreHHble defeparnbHsiM 3aKoHOM «O MepcoHarnbHeIX
AaHHbIX».

6.4. CyGbekTbl NepcoHarbHbIX AaHHbLIX 06A3aHbI:

6.4.1. lMepepaBarb Oneparopy [OOCTOBEPHblE MEPCOHarbHbIE
OaHHble, cocTaB KOTOPbIX YCTaHOB IeH TPyZoBbIM
3aKoHOJaT eNbCTBOM, 3aKOHOAAT eNbCTBOM 06 06pasoBaHWM U MHLIM
3aKoHOAaT enbCTB OM, BKIKOHas! CB €AEHWS COMMacHO MHbIM NoKarbHbIM
HopmMar uBHbIM akTam ObLecTsa.

6.5. TpaBo cyBbeKkToB NepcoHarnbHbIX OaHHbIX Ha A0CTYN K MX

nepcoHarnbHbIM  OaHHbIM  MOXeET ObITb orpaHu4eH B clnyyasax W
nopsaake npefycMor peHHOM 3aKOHOAAT enbCTB OM.

VII. MPABA U OBS3AHHOCTU OMNEPATOPA

7.1. Onepatop npu cbope nepcoHarnbHbIX AaHHbIX 06513aH:

7.1.1. MpegocTaBuTb CyObekTaM NepcoHasibHbIX AaHHbIX UK UX
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per p. 6.1. heredf;

7.1.2. To clarify to data subjects or their representatives any legal
consequences of their refusal to provide their personal data i provision
of personal data is required by the law;

7.1.3. To inform a competent authority being in charge of protection of
personal data, at the request of such authority, any required data in
accordance with procedure and terms prescribed by the law;

7.1.4. To block, update, destroy or suspend processing any personal
data in accordance with procedure and terms prescribed by the law.

7.1.5. To fulfill any other obligations prescribed by the law

7.2. The Controller will be entitled to limit the access of data subjects
and their representatives to their personal data to the extent provided by
the law .

7.3. Information will be provided to data subjects or their
representatives in an available form, which should not contain personal
data of any other data subjects, expect when disclosure of such
personal data is required by the provisions of applicable law.

VIIl. MEASURES TAKEN BY THE COMPANY TO PROTECT
PERSONAL DATA WHEN PROCESSING

8.1. The Company will take organization and technical measures to
ensure safety of personal data taking into account the up-to-date
security hazards to personal data and information technologies applied
within the information system from the unauthorized or accidental
access to such data and technologies, destruction, alteration, blocking,
copying, presentation, dissemination of personal data, and any other
unauthorized operations related to personal data.

8.2. Personal data are protected due to the measures as outlined
below :
8.2.1. Enacting of local regulations and other documents covering

processing and protection of personal data of data subjects;

8.2.2. Appointing a person being in charge of processing of personal
data of data subjects (hereinafter referred to as “person in charge”);
8.2.3. Attaching the right of access to personal data of data subjects;
8.2.4. Establishing an obligation of non-disclosure of personal datafor
the Controller’s employees who require access to personal data for the
purpose of fulfilment of their duties;

8.2.5. Ensuring the storage of personal data of data subjects;

8.2.6. Ensuring the software protection of personal data contained in
databases;

8.2.7. Obtaining the consent of data subjects for processing of their
personal data;

npeacTaBuUTENsSM MpU X OBpalLeHuM MHAOPMaLMIo, Kacarolencs
06paboTKM UX MepcoHanbHbIX OaHHbIX, COrfacHo n.6.1 HacTosLwen
Monut nkn.

7.1.2. PasbsicHuUTb Ccybbektam nepcoHanbHbIX AaHHbIX WK KX
npeacTaBUTENsaM lopUaNYeckue nocneacTeus OTkasa MpedocT aBUTb
WX MepcoHasbHble JaHHble, ecnii NPefoCTaBlieHne NepcoHanbHbIX
[JaHHbIX ABIHIET Csl 0653aT eNbHbIM COTNTaCHO 38KOHOAT eNbCTBY.

7.1.3. CoobwaTb B YMOMHOMOYEHHbIN OpraH Mo 3auyTe npas
cyObeKkToB rnepcoHarbHbX [aHHbX MO 3anpocy 3TOro opraHa
HeobxoayMyto MHpopMaLIMI0 C MOPSAKE N CPOKW, NpedyCMOT PEHHOM
3aKoHOaT eNbCTB OM;

7.1.4. OBecneyntb GMOKMPOBaHME, YTOYHEHNE, YHUUT OKEHUS U
npekpalleHve o6paboTkM nepcoHasbHbIX AaHHbIX CyObekToB B
nopsiike U CPOKU, MPeyCMOT PeHHblE 38KOHOAAT ENIbCTB OM.

7.1.5. OcywecTBNnsiTb UHble 00S3aHHOCTK, NPedyCMOT PeHHble
3aKoHOAaT enbCTB OM.
7.2. Onepatop Bnpase OrpaHWUTL  LOCTYN  CcyGbekram

nepcoHanbHbIX AaHHbIX UMW UX NPeacT aBUT endamM B NpPeaocT aB fieHUn
nepcoHanbHbIX OaHHbIX Cy6'beKTaM B Cly4asax, npegycMmor peHHbIX
3aKoHOAar efibCTB OM.

7.3. WHdopmauus npenocT aBnsietca cybbekram nepcoHarbHbIX
OaHHbIX UNM VX NpeacTaBuTensmM B AOCTYMHOW dopme, U B Hel He
OOIDKHbI  COAEpXKaTbCs MepcoHarbHble AaHHble, OTHOCsLLMECs K
OpyrMM cyObeKkTaMm MepcoHarbHbX [JAaHHbIX, 32 WCKIOYEHVEM
Crny4aes, eCi UMELOTCS 3aKOHHbIE OCHOBaHUS! Af1S pacKpbIT 1S TakUx
nepcoHarsbHbIX JaHHbIX.

VIII. MEPbI MO OBECMNEYEHWO BE3OMNACHOCTMU
MEPCOHATNBHBLIX AAHHBLIX MPU UX OBPABOTKE

8.1. O6uwecTtso npeanpuHuvaer OpraH13aumoHHble n
TEXHUYECKNE Mepbl N0 0BECNIEUEHMIO 3ALLMTHI NEPCOHANBbHBIX AaHHbIX
C y4YeTOM aKTyarnbHbIX Yrpo3 6e30MacHOCT M MepCOoHarnbHbIX AaHHbIX U
MHGOPMALMOHHBIX TEXHOMOMMIN, UCMONb3yeMblX B MHAOPMaLMOHHOM
cucteme, OT HEMPaBOMEPHOro WnW ClyvalHoro Joctyna K HuMm,
YHUYT OKEHVSA, N3MEHEHMs, GnokunpoBaHus, KOMUpOBaHwus,
NpefocTaBfeHWsi, PacnpoCTPaHeHWsl MepCcoHarbHbIX [daHHbIX, a
TaKKe MHbIX HENPaBOMEPHBIX AENCTB U B OT HOLLEHWW NEePCOHasbHbIX
[OaHHbIX.

8.2. O6ecneuyeHne 6e3onacHOCT K

AOCTuUraercs, B HaCTHOCTU:

nepcoHasnbHbIX  AaHHbIX

8.2.1. V3gaHuem rmoKanbHbiX HOPMATMBHbIX aKTOB W WHbIX
[OKYMeHT 0B B 06r1acTv 06paboTku 1 3aLLpT bl NepCOHanbHbIX AaHHbIX

cybbekToB;
8.2.2. HasHayeHMem OTBETCTBEHHOO fuvua 3a OpraHu3auuvio
00paboTkn  nepcoHanbHbX  daHHbX  cybbexkToB  (Oanee  —

«OTBETCTBEHHbIN pabaT HUKY);

8.2.3. 3akpenneHuem npasa OOCTyna K NepcoHarbHbIM AaHHbIM
cybbekToB;

8.2.4. YcraHoBneHueMm obszarerbctBa O  HepasrnaweHum
nepcoHanbHbIX AaHHbIX CyOGbekToB paborHukamu Oneparopa, JocTyn
KOTOPbIX K MEepcoHarnbHbIM AaHHbIM HeobXxoaum AN BbINOSHEHWS!
cnyKebHbIX (TPyaoBbIX) 0653aHHOCT elf;

8.2.5. OpraHusaupen XpaHeHst
cy6bekToB;

nepcoHarnbHbIX OaHHbIX
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8.2.8. Establishing responsibility for the Controller's employees
violation of rules for personal data protection;
8.2.9. Other measures prescribed by the law.

8.3. Each employee of the Controller having access to the data
subjects’ personal data will be solely liable for safety and confidentiality
of such data.

8.4. The Controller's officer being in charge of personal data
processing w ill be obliged:

8.4.1. To arrange the procedure of working with personal data w ithin
the Company as per the applicable law;

8.4.2. To arrange an internal control over the Controller employee’s
compliance with personal data protection procedure, including but not
limited to the cases when personal data are processed automatically.

8.4.3. To arrange the acceptance and processing of requests and
applications from data subjects or their representatives;

8.4.4. To arrange the protection of the Company’s information systems
processing the personal data;

8.45. To notify the Controller's employees of personal data
regulations, local regulations pertaining to personal data processing,
and personal data protection requirements.

8.5.  Persons being guilty of violating the norms governing collection,
processing and protection of data subjects’ personal data will be
disciplinary, administratively, civilly or criminal liability as per the
applicable law .

IX. CONTROLLER’S CONTACT DETAILS

Name: AB Services Limited Liability Company (AB Services, LLC),
Taxpayer ID (INN): 7714851666

Legal address: 28 Verkhnyaya Maslovka Street, block 2, Moscow, 127083
Mail address: 28 Verkhnyaya Maslovka Street, block 2, Moscow, 127083
Phone: +7 495 232 6965

Ne in the Register of Personal Data Controllers: 77-15-003591

PLEASENQOTE!
Please, address any requests and issues related to processing of
personal data including those concerning withdrawal of consent for
processing of personal data, to:

Manaenkova AnnaMikhaylovna

Phone: +7 495 232 6965,
e-mail: anna.manaenkova@abservices.ru
Address: 28 Verkhnyaya Maslovka Street, block 2, Moscow, 127083

8.2.6. OpraHu3auuen nporpamMMHON 3alyWTbl MEepPCOHanbHbIX
JaHHbIX, coAepKalmxcsB 6asax gaHHbIX;

8.2.7. Tony4yeHvem cornacusi cybbekToB Ha obpaborky WX
nepcoHanbHbIX AaHHbIX;

8.2.8. YcTaHOBMEHMEM OTBETCTBEHHOCTU 3a HapyLUeHVe NpaBwun
06paboTK NepcoHanbHbIX AaHHbIX paboTtHnkamm Oneparopa.

8.2.9. VIHbIM Mepbl, NpeayCcMOT peHHbIM 3aKOHOAAT eMbLCTB OM.

8.3. Kaxgbih paborHuk Oneparopa, MOMyyaloWmin - AOCTyn
paboTbl C nepcoHanbHbIMMK OaHHbIMM  cyObekToB, Hecer
€OMHOMWYHYI0  OTBETCTBEHHOCTb 3@  MX  COXPaHHOCTb U
KOHWMAEHUMAanNLHOCT b MHGOPMaLmK.

8.4. OrsercrBeHHbIN paboTHUK Oneparopa 3a opraHv3aumio
06paboTK NepcoHanbHbIX AaHHbIX 00s3aH:

8.4.1. Ob6ecneuyuntb opraHusaumio nopsigka paborbl  C
nepcoHarnsHbMN OaHHbIMY B ObuectBe cormacHo
3aKoHOAaT ENbCTBY;

8.4.2. OpraHuzoBarb  BHYTPEHHWA  KOHTpPONb  cOGnogeHusi
paboTHukamy Onepatopa mMep Mo 3almTe MNEepcoHarnbHbIX AaHHbIX
cy6bekToB, B TOM 4uCrie B Clyyae aBTOMar M3MpOoB aHHON obpaborke
nepcoHarbHbIX AaHHbIX;

8.4.3. OpraHusoBbBartb npvem u obpaborky obpalleHuA 1
3anpocoB  CyObEKTOB  MepCoHarbHbX  AaHHbIX UM UX
npeacT aB UTernew;

8.4.4. ObecneyunTb 3aLLMTY MHGOPMALMOHHBIX cucTem ObLuecTBa,
B KOTOpbIX 06pabarbiB atoTCs NepcoHasibHble AaHHbIE;

8.45. Josoautb Oo cBegeHwss  paborHukoB  Oneparopa
MOSIOXXEHUSI 32KOHOAAT eNbCTBA O NEPCOHAMbHbIX AaHHbIX, FTOKarbHbIX
aKkToB Mo Bonpocam 06paboTky NepcoHanbHbIX OaHHbIX, TPEOOoB aHM
K 3aLLMTe NepcoHanbHbIX AaHHbIX.

8.5. IMua, BUHOBHblE B HApyLEHUM HOPM, PEryIMpYOLmMX
nony4veHve, obpaboTky 1 3aWmTy NepcoHarbHbIX AaHHbIX cyObekTa,
HecyT AMCLMNIMHAPHY0, adMUHUCTPAT VB Hyt0, FpaXAaHCKO-NpaB oBY 10
WM YrOMOBHyKD  OTBETCTBEHHOCTb B COOTBETCTBMM  C
3aKOHOAAT ENbCTB OM.

IX. KOHTAKTHAS1 MIH® OPMALIUA ONEPATOPA

HavmeHoB aHWe: 0bLIECTBO C OrpaHNYEHHOM OTBETCTB EHHOCTBIO «AB
CepBucec» (OO0 «AB Cepsucec»), MHH: 7714851666
Opuandecknin agpec: 127083, r. Mocksa, yn.BepxHsas Macnoeka,
0.28, kopn.2
MouToBbINM agpec: 127083, r. Mocksa, yn.BepxHsas Macnoska, A.28,
kopn.2
Ten.: +7 495 232 6965
Homep B PeecTpe oneparopoB nepcoHarnbHbIX AaHHbIX: 77-15-003591
OBPALLAEM BHAM AHUE!
C obGpallieHnsiMu 1 no MbbIM UHbLIM B ONPOCaM OTHOCUT EJIbHO
06paboT kM NepCoHanNbHbIX AaHHbIX, B TOM YMCe HanpaBrieHne
OT3biBa cornacus Ha 06pabor Ky NepcoHarbHbIX AaHHbIX, NPOCUM

obpauaTecs K:

MaHae HkoBoW AHHe MuxannoBHe

Ten.: +7 495 232 6965,

e-mail: anna.manaenkova@abservices.ru

appec: 127083, Mockea, yn. BepxHsas Macnoska, A. 28 kopn.2
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